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Theoretical Justification and Institutional Construction of Special Protection

for the Elderly’s Personal Information in the Digital Age

WANG Xu-sheng, LI Bo-xuan

(School of Law, Lanzhou University, Lanzhou 730000, China)

Abstract: China is currently at a critical juncture where population aging and digital transformation
converge, posing severe challenges to the protection of personal information of the elderly—a digitally
vulnerable group. The existing legal framework for personal information protection in China primarily
targets general subjects, exhibiting significant institutional tension when applied to the context of elderly
personal information protection. As a result, it falls short of effectively addressing the specific needs of
older adults for information security in the digital era. Given the practical necessities of safeguarding digital
human rights of the elderly, maintaining social equity, and supporting national strategic development,
there is an urgent need to provide special protection for the personal information of older individuals. At
the legal level, it is essential to adjust and optimize relevant legal regulations such as the Personal Informa-
tion Protection Law and the Law on the Protection of the Rights and Interests of the Elderly. This includes
adapting the principle of informed consent to be more aging-friendly, adding specific provisions on infor-
mation protection for the elderly, and strengthening the legal safeguards for the special protection of their
personal information. At the policy level, it is imperative to refine top-level design based on the principles
of systematic, differentiated, and scenario-sensitive protection, enhance central-local coordination to elab-
orate concrete policy measures, and implement mechanisms for precise research, collaborative engage-
ment, and dynamic optimization. This integrated approach will foster institutional synergy between legal
and policy instruments to collectively safeguard the personal information rights and interests of older a-
dults.

Keywords: aging population; digital human rights; digitally disadvantaged groups; personal

information protection; protection of the rights and interests of the elderly
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