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Research on intelligent prediction method of internet of
vehicles security performance based on GConvGRU-GAT
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(1. Key Laboratory of Traffic Information and Safety of Anhui Higher Education Institutes, Anhui Sanlian University,
Hefei 230601, China; 2. College of Information Science and Technology, Qingdao University of
Science and Technology, Qingdao 266061, China)

Abstract With the continuous development of 5G technology and the Internet of Things, the Internet of
Vehicles business is emerging in an endless stream, and its application scenarios are becoming more and
more complex and changeable. In the communication process of Internet of Vehicles, the security perform-
ance is affected by the complex and ever-changing environment of the vehicle networking, making it diffi-
cult to make real-time and accurate predictions. Therefore, this paper proposes an intelligent prediction
method for the security performance of the Internet of Vehicles based on GConvGRU-GAT in this paper.

Firstly, under the N-Nakagami channel, a model of the secure communication system of the Internet of
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Vehicles was established, and the security performance was analyzed by detecting the signal-to-noise ratio
of the communication link, and the influence of different influencing factors on the security performance
was effectively analyzed, and the communication dataset was constructed. In order to better predict the
communication system in real time, this paper integrates Graph Attention Network (GAT), Graph Conv-
olutional Network (GCN) and Gated Recurrent Unit (GRU) to design a mobile security performance pre-
diction network model based on GConvGRU-GAT by integrating Graph Attention Network (GAT),
Graph Convolutional Network (GCN) and Gated Recurrent Unit (GRU). Experimental results show that
compared with other algorithms, the GConvGRU-GAT algorithm has better prediction effect, and the per-
formance is improved by 84. 6% compared with the GCN model.

Keywords internet of vehicles; secure communications; security performance prediction; graph attention
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By 1  GConvGRU-GAT Z4 MR SEFNI & B

BT RERE X, IR edge_index, LT edge_weight, BHCRES H, $3% RO I R RFFIE (A lambda_max
it BRORCIRES H
IR} GRS i
in_channels = 6 # Hy AJEEEL
out_channels = 1 # #ijHEEL
K = 4 # Chebyshev &I #8 K/
normalization = “sym” # H—fbLHTER
bias = True # JEA e
2. AT TS8O
conv_x_z = ChebConv(in_channels, out_channels, K, normalization, bias) % ChebConv JZHT4bB S ARE
conv_h_z = ChebConv(out_channels, out_channels, K, normalization, bias) # ChebConv JZ T4t FFUECIAZS
GAT_x_z = GATConv(in_channels, out_channels, heads=1, dropout=0.6) # GATConv JZH TALHF 5 4RAE
GAT_h_z = GATConv(out_channels, out_channels, heads=1, dropout=0.6) # GATConv JZH T4 FEERECIR
3. QI SHORR
conv_x_r = ChebConv(in_channels, out_channels, K, normalization, bias) % ChebConv JZ ] FAb3 7 S AR
conv_h_r = ChebConv(out_channels, out channels, K, normalization, bias) % ChebConv JZ T4t fa ok 2
GAT_x_r = GATConv(in_channels, out_channels, heads=1, dropout=0.6) # GATConv JZ ] TALHT S5 4E1E
GAT_h_r = GATConv(out_channels, out_channels, heads=1, dropout=0.6) # GATConv JZH T4t ERHOR A
4. QMRS S HAN 2
conv_x_h = ChebConv(in_channels, out_channels, K, normalization, bias) # ChebConv JZH T4 & FF1F
conv_h_h = ChebConv(out_channels, out_channels. K, normalization, bias) # ChebConv 2 T4t FERECIR A
GAT_x_h = GATConv(in_channels, out_channels, heads=1, dropout=0.6) # GATConv JZH TAbH 5 S
GAT_h_h = GATConv(out_channels, out_channels, heads=1, dropout=0.6) # GATConv 2 T4t EERORAS
B 1] 5 4%
def forward(X, edge_index, edge_weight, H, lambda_max) :
# WG LB EOIR S
if H is None:
H = torch. zeros(X. shape[ 0], out_channels). to(X. device)  # HIFI&A R ALFREUIR S DK HA i1k %
= HEEH
Z = conv_x_z(X, edge_index, edge weight, lambda_max) % f§iff] ChebConv JZ4bFHT 4
Z = 7 + conv_h_z(H, edge_index, edge weight, lambda_max) # {i[f] ChebConv JZ kb3 E IR S
Z =7 + GAT_x_z(X, edge_index, edge_weigh) # fliffl GATConv 2ALHIYS fAFAT
Z =7+ GAT_h_z(H, edge_index, edge_weight) # {fi[fl GATConv JZ4bF FRURTS
Z = torch. sigmoid(Z)  # ]} sigmoid BRECHIEEHTI]
= HEEE
R = conv_x r(X, edge_index, edge weight, lambda max) # {#iJf] ChebConv JZALFRY S4FAE
R = R + conv_h r(H, edge index, edge weight, lambda_max) # f#iH] ChebConv 24t RECIRZS
R = R + GAT_x_r(X, edge_index, edge_weight) # {iifl GATConv JZAbHLTS R
R = R + GAT h_r(H, edge_index, edge weight) # ffiff] GATConv /24t B2 ERZS
R = torch. sigmoid(R)  # ffi[f] sigmoid PRECHIGEH E ]
# R EIERES
H_tilde = conv_x_h(X, edge_index, edge_weight, lambda max) # f§iff] ChebConv JZ4bF 541
H_tilde
H_tilde = H_tilde + GAT_x_h(X, edge_index, edge weight) # ffiff] GATConv JZA4b 5 S ARAE
H_tilde = H_tilde + GAT_h_h(H * R, edge_index, edge weight) 2 ffi[f] GATConv J2AL IR FaRER S
H_tilde = torch. tanh(H_tilde) # ffiFH tanh PR M5 ek
IR RS
H=2Z» H+ (1 —2 » H_tilde # FHEHRE
return H & 3R 0] BRGERIR A

w1

H_tilde 4 conv_h h(H * R, edge index, edge weight, lambda_max) # {#i[] ChebConv JZ &b 2R A
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Tab. 1 Training parameters of different models

GConvGRU-GAT GCN GCN-LSTM WNN MDT-Net
x =6 x =6 xr =6 xr =6 x =6
y=1 y=1 y=1 y=1 y=1

[,=0.08 1,=0.04 1,= 0.001 1,= 0.001 1,=0.08

F2 AEEEMINEGHR
Tab. 2 Training effects of the different models

GCN GCN-LSTM WNN MDT-Net GConvGRU-GAT
Mg 0. 143 0. 057 0. 064 0.027 0.022
M g 0. 325 0. 157 0.183 0. 146 0. 103
R? 0.471 0. 664 0. 554 0.756 0. 826
Time 0. 187 0. 647 0. 156 0. 253 0. 026
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