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Plaintext Related Image Encryption Scheme Based on

Coupled Map Lattice Model
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(1. Faculty of Big Data and Information Engineering, Guiyang Institute of Humanities and Technology, Guiyang 550025,

China; 2. School of Big Data and Information Engineering, Guizhou University, Guiyang 550025, China)

Abstract In this paper, a plaintext-related image encryption scheme based on Coupled Map Lattice
(CML) is proposed to address the issue of plaintext correlation, which is an important performance indica-
tor of image encryption systems used to evaluate the system’s resistance to differential attacks. The scheme
first constructs a plaintext-related internal key generation model to generate a key stream related to the
plaintext, and then completes the encryption operation under the control of this key stream. The encryp-
tion algorithm begins with a round of Zigzag permutation and XOR masking, followed by Zigzag-CBC dif-
fusion, and finally another round of Zigzag permutation and XOR masking to produce the ciphertext im-
age. Subsequently, security performance analysis of the cryptographic system is conducted using methods
such as histogram analysis, correlation analysis, differential attack analysis, and information entropy. Ex-
perimental results demonstrate that the proposed plaintext-related image encryption scheme based on Cou-
pled Map Lattice exhibits robust security performance and can fulfill the image encryption requirements in

the majority of application scenarios.
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Fig. 3 Plaintext related internal keys generation algorithm
2.2 hEkba
g SR AE PN A 4 P, s ke
(D) 5 HICES P FwIR R K AW SOCER R A s b, 2B U SO B K K K
(2) B WISCRBHEATH —IR Zigrag BEHLALPE AL PES BB IRAF RS Z
(3) HFF Z 5 K, SATHAL 5T R, A MaERF Z, .
(D) K 2, 4% Zigzig HIF FFRA LK (13 #E47 CBC ¥ BlaRAE ARISHE I Z, . Hoh M FIN 7351 3R 1R

Zl(l) :Zl(l) @Kg(l)yl :1’
(13)

Zl(l) :Zl(l) @Kg(l) @Z1<Z *1)31 :2737'”7M>< No
(5) H4JE M Z, HEATER IR Zigzag BELARME PR Hdm L 45 2R S K $5A0 5 s0ems , i 25 SR C,

Zigzag XOR o
permutaition 2 m Cipher image

Zigzag
permutaition 1

Plain image

Zigzag
CBC diffusion

Plaintext related
Initial keys internal keys
generation algorithm

B4 MBREEIER

Fig. 4 The flowchart of image encryption scheme
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Fig. 5 (a) Plain image of Lena; (b) Cipher image of Lena; (c) Decrypted image of Lena; (d) Plain image of Pepper;
(e) Cipher image of Pepper; (f) Decrypted image of Pepper; (g) Plain image of Baboon; (h) Cipher image of Baboon;
(i) Decrypted image of Baboon; (j) Plain image of Airplane; (k) Cipher image of Airplane; (1) Decrypted image
of Airplane; (m) Plain image of Lake; (n) Cipher image of Lake; (o) Decrypted image of Lake;
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Tab. 1 Chi-square test results

Image Lena Pepper Baboon Airplane Lake
Plain image 1. 583 49X 10° 1. 201 65X 10° 1. 873 56X10° 7.177 79X10° 1. 799 04X 10°
Cipher image 251.109 4 249. 763 7 254.294 9 231.294 9 230. 146 5

3.3 HIRPES B
HEHE SBT3 89—l 711 B8 S PRRAR 28 4 2 T R S P T 3 2y T IR
FUISEE , DK SIS A6 BRI 35S PR A S PR G R TG R 28 5
~ covlasb)
" D@DG)
ST a b RIS IR 26 B B HE (8 L DL J%

aH



5513 FRAL, S BT MRS ) W SOCGIR I 5o % 75 38 19

1<
E(a)—N;a,- , (15)
1<
D@ =—+>,(a, —E)?*, (16)
Ni:l
1 N
cov(a,b):NE(ai*E(a))(b[*E(b)) . an
i=1

6 (a) Lena BASCE A ;(b) Lena 3L EH 5B ; (c) Pepper BASIE 5B ; (d) Pepper Z3XEH 7 E; (e) Baboon BB EH A ;
(f) Baboon ZX E & ;(g) Airplane BAXXE 7B ; (h) Airplane Z3XEH 5B ; (i) Lake BAXXE 5B ;(j) Lake ZX E FH
Fig. 6 (a) Histogram of plain image Lena; (b) Histogram of cipher image Lena; (¢) Histogram of plain image Pepper;
(d) Histogram of cipher image Pepper; (e) Histogram of plain image Baboon; (f) Histogram of cipher image Baboon;

(g) Histogram of plain image Airplane; (h) Histogram of cipher image Airplane; (i) Histogram

of plain image Lake; (j) Histogram of cipher image Lake
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Tab. 2 Test results of correlation coefficients ( Absolute values)

Horizontal Vertical Diagonal
Images
Plain image Cipher image Plain image Cipher image Plain image Cipher image
Lena 0. 985 28 0. 009 86 0.973 27 0. 001 40 0.962 28 0.017 44
Baboon 0. 765 87 0. 007 66 0. 864 95 0. 007 52 0.725 21 0. 003 54
Pepper 0.978 25 0. 009 23 0.977 51 0. 020 05 0.964 67 0. 000 45
Airplane 0. 964 59 0.010 47 0. 965 30 0. 002 48 0.940 75 0. 007 69

Lake 0. 969 87 0.012 71 0. 974 81 0. 001 57 0. 957 06 0. 009 57
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B 7 Lena BBIAXMETER (a) BAKERSE; (b) AXEERFE; (¢) AXEXAAE; (d) BEXKEFE;
(e) BEXEEHAM; (f) EXIEXAHE
Fig. 7 Test results of correlation (a) Horizontal direction of plain image; (b) Vertical direction of plain image;
(¢) Diagonal direction of plain image; (d) Horizontal direction of cipher image; (e) Vertical direction

of cipher image; (f) Diagonal direction of cipher image
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Tab. 3 Test results of NPCR and UACI

Onecr (0) Ouac(¥0)
Image
Min Max Average Min Max Average
Lena 99.592 1 99. 632 5 99. 615 8 33.389 8 33.532 6 33.445 6
Baboon 99. 589 9 99. 628 5 99. 617 5 33.398 5 33.512 4 33.483 2
Pepper 99.596 3 99. 638 4 99. 607 8 33.384 2 33.527 8 33.462 5
Airplane 99. 596 8 99.625 8 99.612 9 33.396 4 33.502 3 33.421 2

Lake 99.594 7 99.627 8 99. 608 7 33.396 5 33.545 8 33.456 5
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Fig. 8 Key sensitivity test result (a) Plain image of Lena; (b) Cipher image C1 generated with initial keys; (c¢) Cipher
image C2 generated with modify keys; (d) Cipher image C3 generated with modify keys; (e)|C2-C1];(f)|C3-C1|
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Tab. 4 Entropy results

Images Lena Baboon Pepper Airplane Lake
Entropy 7.999 33 7.999 30 7.999 28 7.999 14 7.999 39
3.7 WRHY

AR SCHE S ) UG T ZE B S 2R B OCM X ND , Horhh MO LN S EUR R SE AR . 22 RS T4
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Tab. 5 Security comparisons

Cipher Correlation Coefficients Plaintext Sensitivity
Schemes Entropy
Horizontal Vertical Diagonal Oxper (Y0) Ouac (¥
Our work 0. 009 86 0. 001 40 0.017 44 7.999 3 99.615 8 33.445 6
Ref. [21] —0.001 8 —0.0017 0. 000 96 7.999 3 99.591 1 33.461 4
Ref. [22] 0. 000 6 —0.003 0 —0.001 4 7.997 1 99. 609 4 33.452 4
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