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Diversified Combination Feature Selection Algorithm
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Abstract The rapid growth of network users, the increasingly complex network environment and the di-
versification of web applications require identifying specific web applications in the internet (such as
Google,Facebook,Skype, MSN, etc.) Extracting web traffic features is the mainstream method for the i-
dentification. Different feature subsets obtained by different feature selection methods have a great impact
on classification accuracy of web applications, making the selected features heavily dependent to the follow-

up selected classifier. This indicates that the selected features are not the personal features of the problem.
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This paper proposes a diversified feature combination selection method for web application program classi-
fication. Through important feature screening and recursive feature elimination with diverse feature selec-
tion methods and diverse types of classifiers as well as tree-based classifiers which are claimed to robust to
noises,the features are selected and merged,and redundant features are further removed based on Pearson
correlation analysis to obtain the final solution of selected features. Experiments of the proposed method
and comparison with some typical counterpart [eature selection methods such as VT ,RFE and L1 regular-
ized logistic regression on a web application program identification problem show that the proposed method
outperforms its counterparts when the six main stream classifiers are applied, KNN,SVM,RF,GBDT, XG-
Boost, and lighGBM (the classification accuracy is increased by 0.5%-3.0%).This indicates that the select-
ed features by the proposed approach is a better representation of the web application programs,and the
running time for the identification is greatly reduced,by 20%-90% ,which greatly improves the possibility
of real-time monitoring of network applications.

Key words Feature selection; Web application program classification; Machine learning
0 5w

TR ) 7 R B v R B 4% £ R Rl (CNINTO) A A B9 808 L 2020 4F 1-6 A, 8% 8 I B M43 A
H Pk 745 12 GBCES 46 Y 1B B 2% & J R 0 8 1T # 45 - http: //www. gov. en/xinwen/2020-09-29/
5548176 /files/1c6bda2ac06c4ffc8becb49da353495e. pdf) , 45 F 4% FE 1 W 4% N7 F A2 7 )2 AN 95 . EL Bk I (1) Jof
FH N 7 B B SC7 A5 B A T AT P Wk 0945 BRI, & T B LA 14 Ui 4% A0 | ik 1 5 45 Tl AS [R) %) I 2% 1y )
J¥ . ZHE09 TN AR K 38 7 AT AR T Bl 22 17 > D00 265 3k 10 398 O 1 X ) 5% B 05 1 W 4 5 A4
SRR B R NN R B3 M N 48 i A, B R X 4% U as A N R AR T R AT SE A 4 28, R U A 0 B 9 R
W2y e et

AR S 38 R SCRIAST (L 2R BLAE < v 32 4 1) J7 125 B A0 1 3 vy Attt D ERCHIE: vh 8 10 22 0 A I 455 o7 1T 1) 4 i 3R
7 FEHE T IEO6F I 28 R FH B8 5 4 50 T 6 0 28, AT SR X6 K 22 v R 1) X 46 07 P PR B8 B 0E — 28 0 B
RO 5 AR B8 BRI R fR B

1 MOBEEREEEX

R 44 R ik
Source.Port VR I 11
Destination.Port H By

Source.IP
Destination.IP
Average.Packet.Size
Flow.Bytes.s
Flow.Duration
Fwd.Packet.Length.Std
Bwd.Packets.s
Bwd.TAT. Total
Init_Win_bytes_forward

ACK.Flag.Count

P 3 11 1P ik
H B3 1 1P ik
BRI RN
BRI T AL
UL B9 15 2 5 [8]
AE 17 R A B A o 22
B I 1 B K
J T 253 T A BOHE L 2 (6] B (]
TET 4R B 170 Hh 160 RIS 20K 9 7 R

ACK #rETH4L

AE Xt ) 45 RO AR 3 02 -5 PR3k — TRg A 5 i P 4t SR A 1) 757 305 380 4% b B 5 DR O 4% o AT
Kot G FAR G I f AR AE B & SCRR A3/ T3R8 1 b B X0 30 6 00 2% U i R A1E , SCHRY R 41 T R TR SR PR Y
M 55 i 0 46 I8 23 2 B30k (BT B 4% 1) e 7 ORI 6 SR R Y 0 28 i B 28 L DT AN BE 28 R it B Y
25 IV RE T O RRAE 5 SCHR™ 42 1 7 — B T 07 22 RECH R AR BE R 7 vk L SR U5 8 i 5 22 J2 A o 7 40 A R R 1Y



20 Wy ok 2 2 R CA R ORE S B

Geita . M SE PR L 58 2 A AT RETE 1 X AR se . SR X 190 2% Uik 1 B ) AL , B2 T T N )RR Y 1
2% R 0 Rk o LI Aof LAk B (] R i 1) 77 35 2208 1 Sl RF TR0 RE AR 0 R R R R e . B TR
TETER B AR TE 5 b B A 0k 25 A %) JC S IO SRR it 7 — ol 190 246 3t B A 0 2 4t oAy 1 4% 0 R 5
S RER PN M 46 1 AR P o 3R —Fh B B P i BT, o 20 R T TR BE 2 o TE R AL PR AT 55 1 i
S A TEAE X B P BB 09 R B e 435 SR 1) TR R AP 22 AT e Ik (] BRAR 25 25 e AN T T 19 2% 3 9 S PR EOR

1 W shpl

X FEAEFLF2M5  R 2 A B3 AR 1Y) S0 LA AR A5 AR B 1% S A 1k g T LA ASE Y 1) ] i B M A Oy o2
S e ) A T VE AN 1, AT 1] R A5 B B AL O 45 K . e Tolk b, R AL A% 2 ) DL SOTR B 2% > i
PR n) BT 22 S P AR ORI e AR TR 7 S8 10 H A & AT 4, 2w P #1075 28 AT A 8 L ] DG Bk mlg mT 2
il R R 58 2 IO FH R P 0 AT 55 () AR e B A5 1 ] e 8 M 1 A TR 8% 3 2 A DGl 55 1 5000 D 3 S 4
A AGE BR B — DR TR B & A BB MR B 45 A N A T D7 58 . 3R 1 AT LA I, 4% 3
SRR 22 PRV T LA X I A9 A SO S A RO S L BT LA R e R A R AOE 2 BE Y T Ok 4 DaUEH L DR
R Y 43 S ROR (AT i B E iz L RE

R AE A R AR B L T MR AR SR IO REAE 356 B8 AR AE 32 BT 3% A7 72 7] — A H A%, B 2>
B £ HRRE B R B RS B A R TR 2 S MOR VR T . (BB AT A B e SR T ) £ AR (R - 4
I $i PO 3 o B IR R ALE I A5 5 TR 3R A58 I R AL 3X S8 R AR AN T B A SR IR RRAE 1 25 3L, LT FH X 2858 ke
TE N 25 i A5 R ] fif R 22 o (13X — 07 VR 70 XAl B MR SR B8 19 325 5 JF AN 8 T 5 AR A0 32 458 U) DAL D 6 AR A v 3 %
X AT YN RO I B R AE 746 o e T 5L A e AR 1Y 25 SO T P P SRR 5 figp e 1 i 1) 8 OB BL U, w) BH 4 20 A
EP R S A5 A0 XoF 3 A Ak TE AR T WO S A £ P S DA T AN A LB A P A R A 2R A7 4 288, 33K RS B 43 28 E 1 26 R
AERE T3 B $2 1, DL RO 52 Bl 55 [R] R R 3 B A AR R B 5 1) .

H Fi R 280 25 1 A2 5 2 28 Rk FHARRAE e 607 6 (HOZ 7 ik B — S RCR R 2 0 HOZ AR 2 RR A 18 507 1
(1) P BB ™ E A LR SR 1 4 B I B L (8 BT BR 04 R A AN BB A A M B AE 2% 1 R R R SRR

SR b RRAERE R DA AR R B U, (D) B2 H A, BRI Y B 0 RRAE T 4E L (AR X A 4R
fIE 74 E Ao 2R 88 v X AR A JEAT BRI 2285 (2) DLSRAE Dy B B BIE A9 5 U0 AE 148 | BE % 3 FEAS iy 1
BEAT B AR AE . XA H A BRAS[A] SCHK & Hif 2 SR H 43 R PR AR, i o0 2R PR R W W S TR T o 2K dn A
K, Ja 35 S s R R AEPE R T 7E ARl b ) 43 S PR BB N e AR 53 e dn s AR AT G, —ERBE L A%
TIE 2k B B R AR 18 95 1 2 R AIE 8 18 1 e 2 H A o TR A O RE AR Pk (9 A1 75 SR IE RE ) 7 L il - 1) 9 2k
e, N HA T 1 o3 S TR RE

ARSI 25 ) — FORp AR D 7 6, DU 6 H 1 AR 0 A8 /A AROME J5 282 0 28 A% 08 4, DA TTIT BB B 4t R A0F IR 2% )
P AR . A 3 T — b Z A2 & FR AR 18 5 09 B 45 1 FH 72 T 43 28 5 1% FIRFEP (Feature Impor-
tance and Recursive Feature Elimination with Pearson Correlation Coefficient) , 28B4 -4 T WA [E 1Y
RRAE L 45 77 ¥ CREAR B2 1 07 6 125 00 H R AR BR VS B f O iR FE BAR O i BRI 1)z 19 2 R4k 1 4
S ITAG K B Ty ik I AR IR R AT 0T i BBOT R BRI U AR FRE , BB R R T B B
L, iR B T R AR RE AR RAE M 4 0 AR P RER H Y. 5 HETHY 3 AP E AR BE BB LR 6 B F 3
O3 FETEAE W 25 0 TR 7 03 S 1 S e 4 R LU BRI S AR i AR PR RE RIS AT RO B 3 1 I3 B AR T AR
ML BT ROCRIEAG B T K A $E T 50T I 4% 7 FH R ) B9 S e W 4 R R RE

2 TFIRFEP ®.ik

FA 1IN A 25 PR IE FE 0705 A 5 0 KA O R A T 0 e PR AL, E A 570 K i R BT
T8 53 28 4 B 1 CRIV S b 73 26 45 B P RE 23 B0 B R ) 1 Sz el vh B9 AS BOARAE . S 38 S B 3F L 583
A G745 b R AE e B 07 35 RO P03« aek el 1T 8 A R AR 19 2 5 25 R A O A ik 0 B i S R S 3l A B 1Y
A o KA T SC R i i B REAE L R T 05 I e L AR B AR A G R T TR AT BE AN A AE 23 2 A
TP B AS AR Y B2 a8, B 1 45 T FIRFEP Bk W Je AR 4Ly,



5% 30 6 IR L 55 < 0 265 07 R T 20 28 1) 22 B A AL R AR 0 9 0 0k 21

Z U E A E o = 1
F(FIRFEP) 19 JE W 2 - 56 — . Bir R
8 R 0 T8 4% 7 325 IO R AT BE AN (R AT

IR

A R PR i

frie i i FRAE R AT BE MR e B e ;i

Hh s 55 T 4 2 R AR 4 1T O o

b ,‘% X]‘?ﬁjc%%ﬁwﬁﬂﬁ %ﬁa: i RN . -

7w OB Y 73 AR NS T RE | M e e
1

ANTRL S BTG I 326 ) R 55 k4 AN )

[ 436 B8 T 5 585 = . 0 K B 19 7 O | -—
326 A RFE TH
B FHELAT R 8 F 1 32 (L B T 5 s -

T4 28 0 B2 o A7 A B 09 W R 25 4 '
N
AEB. BRI TREHEN @ ) )

SRERE HE R o B A R 10 1 BAHCAL AT LR AR AHER
201 4 G I35 77 ) A T B A7 T A R 0 TR B 75 8 2 B 1] 2 i) LA A 6 b 0 0 44 7
5 A 2

FEAE e B 7 V23 8 408 i 6 5 Filter) . 6 28 3¢ (Wrrapper) A 58 (Embedding) "), F i £ 3 Jr 5 4
iR 1 43 0 R T 22 BB (Variance Threshold, VT) MY i I 45 AE 74 [ s (FFE) 2 5L 38 5 [0 T 47 11
5 00 A 8 (L -based) ™ o % T B TR, T FED R = 7 S A% SR 5 8
B35 6 P ELAT BT 45 M B 5P 4 2638 GBDT™ XGBoost™™ . Light GBM ') 4 g A 35 gk S 432 38

FIRFEP B4 43 9 WA B, 555 3 B 43 B 6 114 5 £ 562 0 ) N 6 6 o 2
ST 0 VL 502 28 0 X 0 o 0 5 43 5030570 2 0 e 9% 98 14 90 65 i 9 oK OO
S 55 0 B SR 2 K T 0 R 65— I B e 0 0 0 4 0 R A 065, 5 35 L AT 5 2 1
RO 00— A MM T A 0 750 005 40 0 5 8 LT AT 1 F o 8 1 26 B8 1
FRARIZE I T ELT ELF 5 Pk FIZ AL B 100 G R0 . 5 R £ 98 0 10 b 25 6 38 B0 17 4 LS
4 H R 52 5% 0 BT B T2 AL 7 A SCHR 19 FIRFED J7 2 R 3 BCA BL AP A5 0 5 5

8 TR T B 0 0 0 064 6 T 8 U 5 0 B B 2 K
BT T 05 . o O T B T DA A0 T T R 2 4 1 5 7 0 L 77 1 T 46
T 5 402K B0 0 T 8 5 25 0 T 4 0 T 5 0 5 3 0 5 04 20 0 5 e
T I 2 K 7 O (LT 14 0B 7 7GR T L o 7 o 1 B9 5% 2860, FIRFEP 0 044 i
R 7 15 5 2 A i S EH AT 103 03 (8 7 0 0 5 IO 1T 0 A2 70 1T A R SR R B A e TR
0 HE A » T FLE Bl SO BT 7 0 430508 MATT 05 T 413 3 19t 3L ) L 0 B4 L 9642 1 1% 6
ST 28 OO 3 e 9 2 AR e T 25 PR () U AR i B8 — 0 T B P R0 L 1)

RIRFEP 5 5 A T 5045 25 52 15 0 e 6 10 22 P e 30 3o 22 B 10 A4 5 6 P 0 o 1) MO RS 10 94, 3¢
SR O BB (R e B 55 58 . RIRFED 51 19 3 A JEH EL A T,
2.1 ¥ G TR 5

R T T B O 32 T T S B T L T R 3 LA K (DL IR L 4 T PR 0 B4 0 R
W A A B TR R MR 57 9 1 7 o 7 Ve A BT R 3 9% P, ol SR o 0 5 A A
PSSR R A 416 46 P B 0 K B SO 0 U S e P T 2 U SRR . A
S 2 T R B 0 S0 0L 0 U1 G 1 T 3 6 4 5

:

Ce . Nr . . NtR . . . NtL . .
Gini im portance N * (im purity — ~ * right_im purity — N * left _impurity), (D

B t

Hod N BEEARBELN, EYRT RSN N RYEET A A ST  EG TR impurity &4
AT S RIANGE B BV JE 388 . right _impurity Jleft_impurity XM WS HEZ T £ TFRIANGE,

REA K DI B FEASERA AR 0TI — A, R T28 b SRR p, AT HJE T X R IR A %L
i REAS BB LR T B DX — R A 1 i 2 45 By 2 X



22 Wy ok 2 2 R CA R ORE S B

K

K
G =S p,A—p)=1—>pt, 2)
k=1 k

FRAE 9 35 T8 B0k K L U8 W% 4R 1E X 3R A B A e P ) B R AR

BT R R IR e B 0 s A B R AT AR R E SR G T SRR AR SCR A T 3 AR I 5L T
PR Y ) A AIE 3 4 5 VR R AT R AR IR R (4 9 & GBDTM | XGBoost™™ | LightGBMM ), 4 JJ5 13 6 75 2% 1) 45 1F
L ZLPEXTRRAE AT HE T AR5 A B B RRE SRR SE R L I ok e 25 SR A7 IR A L 19 B 5 TR AR 1 R A AR
T2 R . SR Z R RRAE BEBE 5 1E 00 255 O B R RRAE S B 7 VR R £ BRI 1], 05X X 2 7 45 H B
HH P R AR R A I R R TU) 2 51 ST ) A5 1 AR 1E O 22 45 SR EL A5 AR 4 %) T bk
2.2 BEVIAFALG PR ik

Guyon 55 A FE X8 AE 732 (1 3 RS BEAF 50 v o R B 1 7 388 VA AR AIE 01 Rk 2k (RFED ™ 2y 323 3 ki 7= A=
() AREAE B2 8¢ HR A9 28 TP REAE ) J1 B R AT HE IS - o] DU BR TC A% R R A SRR AIE , $2 T 70 S B 1 4 2k g

196 T R AE T Rk R — i SR R AR R T A 0 D0 B L 2 B AR O R R A AR X T A RR AR Y
FRAF T PR AT HE T 25 X A R AF 4 v e AN S 0 R F SO B M i T B e R (R AT L R S A FR AR B RRAE
B EEE XA R . BN R S 18 B S A A Sk RE A A EOR IR 4 R AE 2 2R AR AR o Rk BE VA 4R T
Hik o XA RS B R RIEE A R R A TR B R IE A A . RFE (W HERFE R (D 2o 2 s . M0
1 B PR$ K PR (2) AR 48 R AR H 2R o 0 ST SR RR R HE 45 5 (3) BB R R AT T S M A5 IR 1) 457 AiF B3P BR RRAE o 2
PE SR = BRRE 5 (1) T8 FIR 0 B8 3 43 S A 1R BE A T2 T+ 80U A RRAE AR O 3 [y

SCHR 18 14 12y ke 7™ MO 53 208 85 A% B R S PRRFAIE 8 B 3 S 8 AN [m] , e 24366 I R 1 1 B V615 31 1Y
FRAE T2 B2 R[] AT B 45 2] (0 45 F 1 5 AN RE 5 00 52 e 45 43 2K 06 G2 () RAIE

AR SR 22 AN [v] B 43 288 405 OF e A2 vk 0 B — 3 IS A B A, B W T SRR AR U UZ AR RE ). B T AN A
AU 4y 2588 B RAF & B 1, 7632 ) RFE E A7 Re IRk £ F v, JRATT 400 38 T 2 A AT W 45 4 1 o0 2R 2
(RF 43 2845 VIR B BE AL Extra Trees™ ) i#E47 4325 , FI JE J8 T 22 M 0P R AT 2647 HE T, I X 36 Hh 9 R A0E 20
1T AE  ARAF FRAE 7 2B 25 2 .
2.3 BRI G RBGE

WX 2.1 A 2.2 B REAE O 2 25 R 1 i — 2D I T AR A B — R AR L B TAE 2.1 2.2 ek
7 JE AR 22 (8] () A S Pk TR) RE L SR T REAE - 48 v m] BEAEAE TUAR FRNE o O Il o 8 AR 22 [) %) 4H G A 43 #r >k 3 — 26
AT N B R A RRAE TR

B o 1 M O 2 B0 — e (AT L CRE S B R R AR S AR IE Z M G R S R G Or kY L %y
P A 2 R B R A e L B R AL FIX R [ —1,1], — 1 #RZEEMOME, 1 LRZEIEME,
0 KR BEA LM M, it E A

Dl — )y —y)
r:l’y: = 9 (3)

\/Z (x; —x)° \/2 (y, — )’
i=1 i=1

Horprn ARG, 2, 5y SBIRER TAR A OREA, =, v R,

Xf it — 28 I BN IR O AL T 4R, THIR AR A 22 TR) Y R R R AR S 2R B, — BUHCHA SC R B A ) it —
ANTTER S DA EROCH rpr— AN AR L AT 5 28 AR AT B O S50 AR 7 k1 B L A D AR S8 U A9 2 45 R Ak 0B 98 119 o X s
TEEFEZ R

3 ARG AR

SR R b2 T B L S5 P A AR A% B AE e 4 07 1k i Hh R AR ) 0 45 2R e 2R AR B AT o e iz
A BE I3 (o3 2 HEH 2O AR i A /9 S P Gz AT i 1)) . H Y 2 560 UEAS SCHE 19 FIRFEP J7 i B i ) 1 47
ik X 2% 28 0 28 i 100 3 IO P A R 0 2R M B SR LA AN 52 5 2 90 2 e S T 0 5 1 2 W) o DT 2 B EL 2 UL 3l e ke
WA R AL




5% 30 6 IR L 55 < 0 265 07 R T 20 28 1) 22 B A AL R AR 0 9 0 0k 23

F 2RI T BB F 3 RM T LK ®2 RWRE
P ESE., X B E SRS WAL R eyl e
gEIR L SEG 1 X T AR SC FIRFEP B8 5% H 1R 5 Windows 10,64 bit
1) 48 AIE 18 8 B8 0 A I 2% 1 B2 I 1R AR 0l 5 43 2% A R 2 Intel i5-7500 3.40 GHz
B4 bR R i 5 S0 00 2 Sk T Jupyter Notebook 5.5 MA
FIRFEP Bk ia 17808 L 3 A RCR . Python 3.5 WA

£33 HEEBANSHLE

e % K

KNN n_neighbors=10, weights="distance

SVM C=10, decision_function_shape="ovo’

RF n_estimators=100

GBDT n_estimators=100,learning_rate=1,subsample=1
XGBoost n_estimatores= 100, max_depth=4, multi="softmax’, num_class=6
LightGBM n_estimators=20.o0bjective="multiclass’, boosting='goss’

3.0 SRR

KRV T FHAC HE UL WA 35 5 R R 0 JF W 4B B2 0 i B B LR T oS AN TR i By 3k 3,577,
296 A~ L K B GETHERAE B CICFlowmeter' ™ R A5 (1P Ml . ¥ 11, 2k B 6] 45 , 25 137 F 2 90 L
ntopng * (DPT 3 B i SCK ) A 3 B 3k 45 L HERAE 87 A, B B AR AT 1 rh W45 358 45 A= LY TP L Y
5 8., BIJE A B 45 1P Mk, o B, BGAE AL 75300 EHAEZE RS 7 B S HRR T 55 87 M@ PEFEfE. K
ZHR AR RO, i T A B R AR AT R SRR H O 2

AR TEIE 3 4B FRAE 2 B 7 43 2 3 T I 4% i R AE 1 EL R L R R T AN 2 AT 5 A Ao AT Y 4% 9 T
TG R TFU X 26 i FH R T o L4 — 1> 28000 B & A A AE 5 B30 R B B I 18] 8 O, BRIt 25 5 U TP Hb ik (Source.
IP) , H % IP Huht (Destination.IP) B [8] 8 ( TimeStamp) ZFRAE . Ry 1 56 U A 5 3k £ 24 AL 1) 32 L 66 1 A0
e, N TR LT A A I 2% iy FH R 1 22 IR Bt AS B T T B BLA AR MR S 2SN L 4 il
J&  TWITTER,OFFICE_365,MS_ONE_DRIVE,EBAY', TEAMVIEWER , TWITCH', ‘Ef1# 1 T 58
A IR BRAK 2 v A A A R e AR o R RTE S AR 55 22 0 TH I 48 0 AR IE
3.2 RSl

A 328 4% 07 1 38 5 43 o ik B X (Filter) (8230 (Wrapper) Fl it A X (Embedding) » FRATIEH T 31X = KK
7 R T ik B Rk —— 7 25 83 (Variance Threshold, VT , i A4 AE 15 Bk 1% (RFE) L 3% F 32
LA L1 AR50 A RRAE e B2k (L1-based) , SIRATHY ik 47 LL A, T AT 45 8 1 B9 RRAE IF 23 0 6 b 320
MLAS 2 43 2554 . KNN (k-Nearest Neighbor, K f ¥ 45) . SVM (Support Vector Machine, 3Z #m & #L) .
RF(Random Forest, FEHLE M) .GBDT (Gradient Boosting Decision Tree, £ & 2 7+ e 5K #) . XGBoost (eX-
treme Gradient Boosting, B ¥ B #& F1) , Light GBM (Light Gradient Boosting Machine , 52 & 2% 19 #6 & 2 7
w0 AT I3 EF SR SO 1 1) FIRFEP J5 v 5 H B R ik 108 28 07 15 LA RO 8 28 40 2R A% 10 38 17 L B2 A5 40
HAW I BV AR FF B D Z B R AR B, ] 2 - T RS Y SE IR HE R, Hovp, Jy 22 3k 4
(VD IR ARE 7 25 SR IG AR IS N T B0 1 B {E L S $F 7 22 R T EUEMRE ., 55 1 P B{EH .
8 5 3 I FFAF TH BR L (FRED ) b (i FH 1) 2 B AL AR PR o0 28 28 SR AT R AE T I, B A5 2 809y BRIA (B ; L1-based 4
fERE PRI L U L1 GE WAL 07 R AE B 8%, H L1 JE W4k vk B 76 o A 10 e b, R 4R L &5
TIE e £ 00 R, S50 v IE AR R C BOh 1,
3.3 iRk

AR SR FALAS 25 20 v (038 8 bR —— WA 200 X SE 06 285 SR BT PN

WEBN R accuracy = TP+ TN

TP +TN +FP +FN’
Hri TP (True Positive) 8% 1E %] 734 1FE il B9 £ AL ; TN (True Negative) 8% 1E 0% 434 71 Bl (9 FE A %5 FP

4)




24 Wy ok 2 2 R CA R ORE S B

(False Positive) #4515 4] 73 1E 1] B >4 5
FN (False Negative) # 55 % % 43~ 1 151 1)
M

BRI NN
[ FRIEEPE R (VT)

SR S Sk s A ok | ][ e (o)
i 1 o b D 2 0 RO Y K MR | e | (

SVM

e AR RF

i
&
¥

FRfiE$ %3 (L1-based ) GBDT

— N N

S [ BAE LS Jr4 ( FIRFEP) XGBoost
34 JHREG I G —
§ P Li BM
RS AR 4 1 2 R o 41 4 4 A 3 4 7 B2 SR e A R |
1% FIRFEP, H7e 3% 20 B0 45 b ) HAR i iy 50 500 P i L A 2 3

mF . XFEE 45 312 GBDT . XGBoost, LightGBM = R RFAF % B8 7 2% B A5 (14 457 1F 0 2 45 S an &l 3 fr
s P E () (b)) L ()43 GBDT 432528 . XGBoost 432528 LU M LightGBM 4328 %% i 245 3| 1) 457 11F 8 5
PEHEP A5 R . kg o HA & 7RI 8 BEPE K T 1 S R AF 8 B AR . & 3 7 HRFRIE , e & = AR [
PSR B A3 SR BE T 15.26.20 AR . NI AT LLE 3% = FioA [ RL O B3 A RR R 4R 5 rh il o e ik
FHIE , 4n“Source. Port” ., “Flow.Bytes.s” . “Flow. Duration” % , {H [7] B} U, 77 76 BA AN FRAE 45 5 0 A A BRI, 4 sa
i GBDT % RY i 1% H 18 “ Subflow. Fwd. Bytes” 5 1F . XGBoost & 5 i % H 19 “ ACK. Flag. Count” 45 1 DA &
LightGBM # BY i & tH 19 “Bwd. IAT. Total "FFAE . by 42 157 550 125 0 8 4 A0F 19 28 5 238 AR SR I = 2 R IR 1
A 1) I SE AR R RO T MR O R TR P 45 2R R IE AR AL X — i B IRR R A TR 28 NMRRE

Feature Importance Feature Importance
Fwd Packet.Length.Std Source.Port
Fwd Packet Length Mean Init Win bytes backward
Packet. Length. Variance Init Win_bytes_forward
Pasﬁz&mg&p%ﬂ " Destination.Port
Max Packet Length Fwd.Packet.Length.Max
Total Backward.Packets Fwd.Packet.Length.Std
Feature Importance Fwd.Header Length FlowAT Min
Source.Port FlowBytes.s Flow.Bytes.s
Fwd Packet.Length.Std qu,Packet.L/en%th.Maﬁ Fwd.Packet. Length.Mean
Destination.Port mmﬁsegﬁsmT;rr\?\//[ar Bwd Packets.s
Init Win_bytes backward A OV ALK i .
Init. Win_ bytes forward wverage.Packet. Size Flow.Duration
Fwd.Packet. Length.Max i ACK Flag Count Total Length.of fwd.Packets
Flow.Bytes.s: nit__?lf\l)r}__bygesﬁbafckwarg Bwd.Packet. Length.Mean
Fwd Packet.Length.Mean e mﬁBy\:?STJSH/Iagx Bwd.IAT Max
Maxll;aclée‘it;xlﬁ/[g;}: Bwd_Packets.s Bwd.IAT.Total
. WL Bwd Packet Length.Max Fwd.IAT Min
min_seg_size forward: Bwd Packet L
Avg Bwd Segment.Size 5 dalg o e{‘g‘]hllfesaﬁ Fwd Packets.s
Bwd Packets.s: wa. aCBe\:/'d.lA%}.Tmal Flow.lAT Max
URG Flag.Count Bwd.IAT.Std
0.00 0.02 0.04 &OGHO.OS 0.10 0.12 Soinsa Poft. act_data_pkt_fwd
portance Flow.|AT Min Fwd Header. Length
H‘g’;}?&?gﬂ Bed Packet Length.Std
Packet Len gihMean dePacket,Lengthng
Flow.Duration Bwd.IAT.Min
Total Length.of Fwd Packets Total Length.of Bwd.Packets
0.00 0.02 0.04 0.06 0.08 0 500 1000 1500 20002500
Importance Importance
(a) GBDT (b) XGBoost (c) LightBGM
Pl 3 IR A £ Jy 105 1R A o E VR O R 45 R B R AiE 1 A AiE o
0.950 0.944
% 0.925+ g 0.92
& 0.900- 2 0.904
=] =
£ 0.875 S 0.88
< <
S 0.850 S 0.86
s =
> 0.825- > (.84
vl w2
wn 172)
8 0.800 8 0.824
S 5]
0.7754 0.80
0'750- T T T T T T T T T 0'78- T T T T T T T T T
0 10 20 30 40 50 60 70 80 0 10 20 30 40 50 60 70 80
number of teature selected number of teature selected
(a) RF 3B I HRAE I Bk i 72 (b) Extra Trees 3% HFFE I b 2 72

Pl 4 3 VA I 31 BR O R o X
SRR 4R 32 FH REFE J5 i o (i 20 2528 40 06 4 RE 43 2588 A1 Extra Trees {5 2 (4 AF 554 L AR 51
HEW R TR A4 B H ()8 RF B8 M85 58 . (b) 28 Extra Trees /3 A5 45 % . i BT A1, RF 43248
TR 9 MRE S 2248 0 2B PERE LA 15 1 T, Extra Trees 32888 fEAR BH T 10 NMRRIEJE 2 19 40 25



53 4 S A L 25 P 205 L AR Y 0 2R 10 2 AR AL 2 5 R AR B 4 R ik 25

PERESEA BT T o FRATXTIX 9 NFRIE A 10 A FRAE 1T I 82 E RS 4R 1E 7 4 B.
BRRIE T4 A 5 B A7 IF84E , IR B 47 40 514 43 Source-Port

-0.9

BT 6 T L A A 257 AT 56 3R B8 40 0 U8 3o 014 0091 0031
VO TR (T 9 T BR B 1), R 0K 5 38 7 11 7 i 06
Heog A7 AT 0 TE 5K O 6 43 A 45 o Duraion RN
I X 14 S 57 S B I SR 2 5 4 — B M1 ol 1B

-0.0

HUGR B o — MR AE , i 3RS I RRAE T- 5210 C . L Total Length of Fwd Packets -
LR T 33 NAFAE, & 5 SR M R B s &
%B % flfjj:‘ﬁE *ﬁ 9@@ ;B’L jj IE] ] Total Length of Bwd Packets -

AT T Y 33 AR S A H A S A VT,
RFECH: Ay /0 2588 26 ] RE) Fll L1-based % F5F 26 %
J5 ¥k B B B 43 0 Sk 32010, 22 AN 4R AE 7E KNN,
SVM.RF.GBDT .XGBoost, LightGBM 4§ 6 Flt 32 i 43
KBk BT TS N AR 43 2 Y S 0 AP BE L
B AR R SRR 25 R TR 6 h. RPN, fif
FAAR RV AR 2 33 5 1k SO ) I ML 2 ) o 80308 e
19 20 Y 43 5 HE B R ER A A R, H b KNN B2 RF AR
Al XGBoost BEAUE H] VT FEAE 8 88 1k e & 53 B ROR & 47 s SVM B A . GBDT £ A4 | LightGBM #52 %I fifi F
L1-base FEAEZE$E 7 i 50 R e bf 5 1 RFE Hp AR B8 88 35 76 i A 40 BT | e X 3 R A5 L R ILH A 2
I AE Y L 3K — S G0 45 HL 0 E 12 FHAREAE 328 U 9 Bk vk 1A T AR I 20 3 %) 5 RS v B S E b BT A 3 Y 4 R e X —
B, T DL FIRFEP 8305 R B Bl AS [) 19 43 25 248 R A D 3o U1 AR A0 T 5 32 X B — 20 2R 45 1 A0l 2 AR AT 0 22
(). (R SCHE Y FIRFEDP 5535 X 040 45 R A 98 17 R A 28 B, 78 B iR oS Fi oy SR AL | 3 B B i 3%
B, BAER R LA 0.5%-3.0 0 R Tt

0.08

0.031 -0.023 0.11 -0.002

Source-Port -
Destination.Port -
Flow Duration -

Total Length of Fwd Packets -
Total Length of Bwd Packets

Bl 5 a0 Ak R G & B0 1

KNN SVM RF
0.800 0.915
0.845 - 0.7951 0.9101
0.840 1 07991 '
0'83 0.7854 0.9057
.835 1 0.780+ J
0.830 - 0.775+ g'zgg_
o7 |
| ! -7657 0.8901
0.820 0.760
0.815 0.755- 0.8857
] 0.750- 0.8807
0810 0.745+
0.805 0.7404 0.8757
0.800 T T T 0.735 T T T 0.870 T T T
VT RFE Ll-based FIRFEP VT RFE Ll-based FIRFEP VT RFE Ll-based FIRFEP
GBDT XGBoost LightGBM
0.93 0.915 0.905
0.921 0.910 0.9001
0.914 0.905 0.8954
0.90 B 0.900 i 0.8904
0.89 0.895 0.8851
0.884 0.890 0.8804
0.871 0.885 0.8757
0.86- 0.880 0.870-
0.85- 0.875 0.8657
0.84 T T T 0.870 T T T 0.860 T T T
VT RFE Ll-based FIRFEP VT RFE Ll-based FIRFEP VT RFE Ll-based FIRFEP

Pl 6 FIRFEP 5k 45 & JREAE K& $F 7 1% 20 i 0 5 0f L1l
B 7 25 T AR 5 TR e g5 07 vk 0B % HH R R P25 > 20 SR e 2B AT 20 SR Y 20 2 PR BB L4, P Accuracy S22
FHYF- I HER 2R, Variance J& 70 JEMERI A J7 22, TR 7 B 1 Jr 16 436 1 49 4 i 0 i 82 53 2 4 B MO 2L
MR LAE A SCHR Y B9 FIRFEP $5AE Ve 4% 77 %, B AT 5 s 19 23 28 8 2 9 5 53 1 /N 19 20 2 il R 7
76, R W T TR L 09 FIRFEP 773 AR T B R AERE £ 0735 0k 11 1 e M 5r 1 )5 22 0 R 3R O R AE



26 Wy ok 2 2 R CA R ORE S B

B AR SRR A SR I B ASE | | <10
BRI VR 5 B0 A R 3 A7 ) X 0L, T LA
% FIRFEP B ¥ 17 4 4F Y #8 )5 fE 47 40 42 O 34
SRR R BT BT AP KA S ML S BLEE o0 s
2 5] SRR U HEAT 43 2% 0 S 4 AT I 4R T s S -
1T 50% DL d ok AT 4 TR R T < 3 7
00 9 M K I 4R T 4% 43 K BE 76 52 R 46 0 AR 0ss »
PO RAE S L0 AT I B T AR SR . |
HE 0 T 67 3 37 X BRI A B B0 2 BB AT SEmE Ay VT RFE LI-based FIRFEP
0 {1 R P 7 LRSS B 7 ik B 0 16 23 S B L

ARSI A R R AR SR Y FIFREP 889 R B8 T 5 W28 1 R e U AH OC 1 B ZE AR AE L 42 - 1 49
SRR FE X 28 Uit £ I FH R U0 A R0 P B AR R R e T I £ i R I U A S L A B AR B RO ) 4%
N AR P SO B 1 MU B A ROR

x4 BELNSITRIERTEE

PR AE N FIRFEP 553 /ms K H FIRFEP #1%&/ms 18 47 B () 45 9 e/ 6
KNN 242.33 168.87 30.31
SVM 565.08 180.81 68.00
RF 204.11 192.12 58.74
XGDT 529.19 55.83 89.45
XGBoost 877.12 692.03 21.10
LightGBM 365.35 37.23 89.81

4 Hiih

ARSI T —Fh A A FRAE £ 1L FIRFEP 583 8 52 8 0 2 1 B2 P 10 43 28 H i RO o502 A IE BB %
7L B ZREE RN 238 ) SRR TE RN & e v . R R AR e B T vk 19 22 RE M R B A L T A A R M O ok
K 22 A REAIE S 88 Ty 1% o 6 B T 3 U R IR 0 B vk AT AR IR A BRI SR F 2 b 40 8% s AR M SR R I AE
Jir A o3 e A A R & 4% Mk R0z AR g 1 AR A 43 25 8% G I GBDT . XGBoost, Light GBM ,RF |, Extra
Trees 55) , X B £5 B9 FFAE SEAT I A OCHE 23 B o CRAIE 1 BT 36 tB A R A B A AR 47 09 BoAb vk BE B0 1R
— R AR PR 5 1 BT SO SRR R 4 AT B — A3 AR BT B A3 S RSO 5 DT I B 0 X, Sz R R 445 i
FHARTF B HFEAE

T 2o TSRO 208 AN R, X R 22 R AL 2 B RRAE 2 R 1 A I 4% 0 AR T RN X — A S, B RAF Iz
R BE 7 TE M A 23 K SRR A PR Ol T P e s G K VR B 25 R A D O R T B R £ e T
X 4 WA S A PR A VI T R L B — s WSS I R RbE L i — B O S A 4 T R T A AR S B i
DA B AIE v 25 B 2 M T DG (H 2 AR 2 MR AR OC B HRAE

R AIE T 2 AL #4524 20 19 31 BEAIE 5 G, AT DA Ak 22 ) RRAIE TP sk HY R B TR A A I ) REAE , T 858 /0 AN A2 i
K AR, Z AR A T B P 7 58 RN AT T 48 0 AR e 4o 28 1) R, o 1 JH e 02 D[] ) 4 F
PERE A RAFE SR X,

%z % X W

[1] ZHANG B Y.BIAN Y L,ZHANG H K,et al.Linear discriminant analysis in network traffic modeling[ J].Journal of China Institute of
Communications,2010,19(1) :53-65.
[2] DONG Y N,ZHAO J J.JIONG J.Novel feature selection and classification of Internet video traffic based on a hierarchical schemel[ J].



5% 30 6 IR L 55 < 0 265 07 R T 20 28 1) 22 B A AL R AR 0 9 0 0k 27

[3]

[5]

[6]

7]

[8]

L9}

[10]
[11]

[12]

[13]

[14]
[15]

L16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Computer Networks,2017,119:102-111.

DONG Y N.YUE Q T.FENG M.An efficient feature selection method for network video traffic classification[ C]. // 17th IEEE Interna-
tional Conference on Communication Technology (2017 ICCT), 2017.

LASHKARI A H,DRAPER G G,MAMUN M S I, et al.Characterization of tor traffic using time based features[ C].// 2017 International
conference on Information Systems Security and Privacy (2017 ICISSP),2017.

WANG W,ZHU M,ZENG X W,et al. Malware traffic classification using convolutional neural network for representation learning[ CJ.//
2017 1IEEE International Conference on Information Networking (2017 ICOIN),2017.

GUYON I,ELISSEEFF A.An Introduction to Variable and Feature Selection[ J].Journal of Machine Learning Research,2003,3(6):1157-
1182.

GUYON I M,GUNN S R,NIKRAVESH M, et al.Feature extraction foundations and applications[ ] ].Studies in Fuzziness &. Soft Compu-
ting,2006,205(12) : 68-84.

LIU B, TU H .P2P traffic classification using semi-supervised learning[CJ.// International Conference on Artificial Intelligence & Com-
putational Intelligence, IEEE,2010.

KISNER T.ESSOH A.KADERALI F.Statistical texture analysis methods for network traffic classification[C]J.//2007 Asian Conference
on Communication Systems & Networks, ACTA Press,2007.

JORDAN M I,MITCHELL T M.Machine learning: Trends perspectives and prospects[J].Science,349(6245) :255-260.

ROBERTS A G K,CATCHPOOLE D R,KENNEDY P J.Variance-based feature selection for classification of cancer subtypes using gene
expression data[ CJ.// 2018 International Joint Conference on Neural Networks (IJCNN),2018.

GUYON I,WESTON J,BARNHILL S,et al.Gene selection for cancer classification using support vector machines[ J ].Machine learning,
2002,46(1/3):389-422.

CHEN S B.ZHANG Y M.DING C H Q.et al. Extended adaptive Lasso for multi-class and multi-label feature selection[ J].Knowledge-
Based Systems,2019,173(6) :28-36.

FRIEDMAN J H.Greedy Function Approximation: A Gradient Boosting Machine[ J]. Annals of Statistics,2001,29(5):1189-1232.

CHEN T Q,CARLOS G.Xgboost: A scalable tree boosting system[ ] |.Proceedings of the 22nd ACM SIGKDD International Conference on
Knowledge Discovery and Data Mining.2016,22.785-794.

KE G L,MENG Q,TIHHOMAS F.LightGBM:a highly efficient gradient boosting decision tree[ CJ.// Advances in Neural Information Pro-
cessing Systems 30(NIP),2017.

GENUER R.POGGI J M, TULEAU M C. Variable selection using random forests[ J].Pattern Recognition Letters,2010,31(14);:2225-
2236.

CHEN X W,JEONG ] C.Enhanced recursive feature elimination[CJ.// 2017 International Conference on Machine Learning and Applica-
tions (2017 ICMLA).2017.

BREIREIMAN L.Random forest[ J].Machine Learning,2001,45:5-32.

GEURTS P,ERNST D,WEHENKE L.Extremely randomized trees[ J].Machine Learning,2006,63(1) :3-42.

RANGKUTI F R S,FAUZI M A,SARI Y A.et al.Sentiment analysis on movie reviews using ensemble features and pearson correlation
based feature selection[ C].//2018 International Conference on Sustainable Information Engineering and Technology (SIET).2019.
ROJAS J S.IP network traffic flows labeled with 75 apps labeled IP flows with their application protocol [EB/OLJ.(2018-09-16) http: /
www. kaggle.com[ 2019-09-16].

LASHKARI A H.CICF low Meter [EB/OL]J.(2018-03-07) http: // github.com [2019-11-05].

[24JALFREDO C,LUCA D,SIMON M.NTOPNG [EB/OLJ.(2015-04-20) http: // github.com[2019-11-05].

[25]

[26]

[27]

[28]

IOANNIS T,GIORGOS B,PAVLOS K,et al. A greedy feature selection algorithm for Big Data of high dimensionality [ J].Machine Learn-
ing,2018,108:149-202.

NICOLAS G P,CASTILLO J A R D,GONZALO C G.SI (FS)2:fast simultaneous instance and feature selection for datasets with many
features[ ] ].Pattern Recognition,2020,111-107723.

YU N,WU M J,LIU J X,et al.Correntropy-based hypergraph regularized NMF for clustering and feature selection on multi-cancer inte-
grated data[ J].IEEE Transactions on Cybernetics,2020,99:1-12,

ANGULO A P,SHIN K.Mrmr—+ and cfs+ feature selection algorithms for high-dimensional data [J]. Applied Intelligence,2019,49(5) ;
1954-1967.



